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1.1 EEG/AERICONT

Request Rules ssLiESt
RuleBilder Y—E2RE
TrafficScript TePAZA—F
Java F7Vsr—avw

Virtual Traffic Managex

{484 — /< —(Virtual Server) 7' —(Pool)
(2547 b EDER) (BY—i— L DER)
)<
H%HHH'

A=Fi5-2
v a vl
FEEE
SSLEESE
HTTP Wb
ST I

Request Rules
RuleBilder
TrafficScript

A¥FVER
HTTP ¥4 v/a
TePAZE—F
Y—EXLALER
FHEwR
FEHFsans
T7Vr—aviw

Java

AERBICBTLEEBAERIL. TR2REQYFT,

D R H—s/3— (Virtual Server)
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ER
BRITLZT—UHNEET L. NI IV RY—N—FEDOTIAY IV FELTHEMRITON
x9,
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Group EFEFRT IR IP 7 RLREFEHET I ENTEET,

Traffic IP Group (XVIM 2 SRR THETSHHRE IP 7 KL AT, Active-Standby £ L < &
Active-Active DU —EXF#IRIMIT B LMERETT,

® J—IL (Pool)
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1.2 BEEEAORT AV

@ WEB J5o¥ gL, FRURLICFTIV+EALET,
https://<VTM @ IP 7 kL ZX>:9090/

XEOEQTA VEETREOEX 1) T Z2ENRTINE=H, [ZOHYA FOBEELKHT

T4 HEESIhFEA) | ZHTLFET,

w@ T Web B4 RO 10T (ZTBREICH RITENBET,
=M Weh B I\Um;cﬂf TH 2T AEBASF (3. 1FIBSNE SRR i TSN EE O T EHNE A,
JD Yieh b TR RENE 22T GEEAE . BID web T hOPRL A RCRETENEEDTT,

HF2 7 GEASORRRCL LT, FFERD. HIRLOIVEL -8 -D5Y -G ESh B ke EHIRS BEI RS
NTLBHENHIFT .

COR-JEFGT. O Web YA hORIEZHRITUBOCLEHERLE Y,
@ CCEDDLTIO Web X -SERALS.

B COYhORIEERITIS GEEShEBA).

@ FFBER

Q@ RFEEEARTINETNT, BEGEZANL Tlloginl RE2 VEWTLET,

@ [Username] 12454 va1—H—Z % AH (¥HAE : admin)
@ [Password] [2/8XT— K#%#AR,
HKA—H—L/INRAD—FIEREXRTEMEEZCSET I,

210.158.43.161 (nat logged in

BROCADE virtua Trattic anager Appliance: Developer mode  17.2  (Max Bandwidth 1Mb/s)

Brocade vIM Administration Server
Software: Virtual Traffic Manager Appliance: Developer mode 17.2
Use of this software is subject to the Bracade Terms and Conditions of Sale.
Please review these terms, published at hutp:/ /www.brocade.com/legal/index.page befure proceeding
Login to 210.158.43.161
Enter 3 username and password to access the administration server.
usemame: ||
Password:
Login

@ ATAUICHITHEEENebUl @ by TEEMNERREINET,

BROCADE virtuai wraffic Manager Appliance: Developer mode 17.2 (Max Bandwidth 1Mb/s)

| #4 rome | @ services [ Catalogs | £ Diagnose [y Activity /& System O Application Firewall Wizards /[a Help
Last successful login by admin: 2017-09-28 08:16:00 +0900 from 157.7.180.126 (UI) on 210.158.43.161.
Failed login attempts since then: 1, last was: 2017-11-29 02:14:08 +0900 from 157.7.180.126 (UI) on 210.158.43.161.
Traffic
e 210.158.43.161
Services = o E]@ 3
cent-www cent-www
e DE | [
(3] win-www n-www
ﬂ cdptest1-ssl-reverse-pro g cdmesu
. HTTP (443) REH]EJ ¥ 5 petauit ool
Event Log ~
 29/Nov/2017:11:22:46 +0000 INFO Virtual Server cdptest]-ssl-reverse-proxy: Configuration file now OK 210.158.43.161
+ 29/Now/2017:11:22:46 +0900 INFO Virtual Server cdptest]-ssi/-reverse-proxy: Virtual server reconfigured on port 443 210.158.43.161
+ 29/Nov/2017:11:18:12 +0200 INFO SSL Server Certificate Signing Request WindCard.ig-cloud.com.2017: Configuration file added 210.158.43.161
+ 29/Nov/2017:11:18:04 +0900 INFO SSL Server Certificate WindCard.ig-cloud.com.2017: Configuration file added 210.158.43.161
+ 29/Nov/2017:11:18:04 +0900 INFO SSL Server Private Key WindCard.ig-cloud.com.2017: Configuration file added 210.158.43.161
(@) Examine Logs
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. EEHEEORA

2.1

kyFA=a—

COR—UTIE, 9S5R2EHEHT 5 VINDIRE, RES—N—BLUT—ILORE, 1R k0O

TREEHERTDHENTEET,

DR
BROCAD al Tra anager Appliance: Develop

Cluster: 0K oby/s |
4 Home | Q) Services [[] Catalogs £ Diagnose ¥= Activity & System | (D Application Firewall q Wizards v Help
Last successful login by admin: 2017-09-28 08:16:00 +0900 from 157.7.180.126 (UI) on 210.158.43.161.
Failed login attempts since then: 1, last was: 2017-11-29 02:14:08 +0900 from 157.7.180.126 (UI) on 210.158.43.161.
Traffi
M':“;;ers 210.158.43.161 @
Services " .
cent-www cent-www
@ HTTP (80) & % Default Pool
win-www win-www
HTTP (80) & % Default Pool
& cdptest1-ssl-reverse-pri v @ cdptest1
@ HTTP (443) &) Default Pool
Event Log " ‘ P—
& 28/Nov/2017:11:22:46 +0900 INFO Virtual Server coptestl-ss/-reverse-proxy: Configuration file now OK 210.158.43.161
& 28/Nov/2017:11:22:46 +0900 INFO Virtual Server coptestl-ssl-reverse-proxy: Virtual server reconfigured on port 443 210.158.43.161
« 29/Nov/2017:11:18:12 +0900 INFO SSL Server Certificate Signing Request WindCard.ig-cloud.com.2017: Configuration file added 210.158.43.161
 29/Nov/2017:11:18:04 +0900 INFO SSL Server Certificate WindCard.ig-cloud.com.2017: Configuration file added 210.158.43.161
' 29/Nov/2017:11:18:04 +0900 INFO SSL Server Private Key WindCard.ig-cloud.com.2017: Configuration file added 210.158.42.161
@ @ Examine Logs

R PEVEL LY,
VIM DEBIBEEITOIRHDEEI O a vR—UABELET,
I3 R=—CEDOHMFBARA —D—RHEDAI—F—T 2T ILESET I,

@BYAY AU TrA—2a Y NF—
BRRICOTA VICHY LERZE S TERB LHHNARRENET,

@ F3TA4YIIF—Tr—
EENZEDOVINARRENET,
VINIZCZS—ARELESSICTAIVNELELTAYvE—UAERRTEIAET,
TFAAVEBRTLET &, [System] A =a2—> [Traffic Managers] ¥ I~BEIL.
VTM o)ﬁ'ﬁg‘%ﬁmﬁ\?—é &b\Tgij-o

@ RAEH—/N—
REIN-HREY—N—DREREINFET,
REY—/N\N—[CT5—HARELIHBE. 7FAAUHEERL, * vE—ORRFTEINET,
743/%WTLE?&WhﬁFﬁVﬂA—“A%ﬁL B —/IN\—DIREEZFETRT S5
ENTEET,

® Yy

VINABRHE LTS5 —, B, BHRAVE—IDRRTINET,
[Examine Logs] Z#MT LET &. [Event LoglZ TABEIL. SHMICO I EHRETHENT
=FE9,
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@IZRTENTVWEAERES— N\ —E2FEHTELELTRET IENTEET,

GEPOEL:D
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L) (>

@ g7y rREY
REVERTTAIEICEY . VINDOEE WebUl AT 7Y FTEET,

® AF—RAR-F7TILv b
DSAADREYL, WED S T4 v EERTLET,
DI RRANZIS—BEELEBE, TROESICFAaAVAELLLTAYE—UHAETY T

[CRTRENET,
FAaAVEBTLEST &, [Diagnose] # =a1—>[Cluster Diagnostic]l]® I~ABEIL. 45
AADIREEERTEET,
=Pz 2l
IEER Cluster: OK
WA TS —RFF I cluster Waming
BB ITS —F B3 cluster: Emor

Q@ Y 4H¥—FK, ¥—F, HELP

74— FIEVINDEBENTS — B GREZHERXICLEZIOTT,
Y—FIIEEL=XFITEY FF5EE Webll ADFEHRERTLEYS .
HELP [EFAVWT WA R—JICET B4 54 UNILTERRLET,

TF—
RAEH—N—IZE U TET—ILOREEZRTLET,
T—ILIZZS—ARLELEEBE. FA4aUREEEL, A vytE—URRFTEAET,
FAAVERTLETE[TIUNIR—CABEL, T-IILOREZHRT IENTEET,




GMO CLOUD

2.2 Services A =a—

AETIE, VIMEE WebUI D [Services] A —a—DRFHABIZDOVWTRERLET,

2.2.1 Traffic IP Groups * =a1— [Services]A=a—>[Traffic IP Groups]
DS RAABMTHET B TrafficlP 7 RLR (REIP7RFLR) O—E (MEKETITEL) A
RERSINFET, £f=. H LU Traffic IP Groups ZERT B ENTEET,

BROCAD al Tra anager Appliance: Developer mode ax Bandwid b (@ Cluster: 0K ob/s |
% Home | @ Services | [I] Catalogs | £ Diagnose [ Activity & System () Application Firewall Wizards o Help
Configuri -TrafiicIPGrn bs | virtual Servers | Pools | Config Summary
Traffic IP Traffic IP Groups Unfold All / Fold All
Groups
A Traffic IP group contains a selection of traffic managers and a set of one or more IP addresses that are to be raised at all times on at least one traffic manager in the group.
- 3\
¥~ Centétest (1 IP address, 1 traffic manager, Single-Hosted IPs) Edit
Traffic Manager - 210.158.43.161
210.158.43.168/27 ens160
> ¥ Cent7test (1 IP address, 1 traffic manager, Single-Hosted IPs) Edit
P « Win20132test (1 IP address, 1 traffic manager, Single-Hosted 1Ps) Edit
® B « Win2016test (1 IP address, 1 traffic manager, Single-Hosted 1Ps) Edit
B « cdptesti-ssLig-cloud.com (1 IP address, 1 traffic manager, Single-Hosted IPs) Edit
» ~ hatest1 (1 IP address, 1 traffic manager, Single-Hosted IPs) Edit
»  hatest2 (1 IP address, 1 traffic manager, Single-Hosted IPs) Edit
»  Ibtestic (1 IP address, 1 traffic manager, Single-Hosted IPs) Edit
>+ Ibtestiw (1 IP address, 1 traffic manager, Single-Hosted IPs) Edit
Traffic IP Networks unfold Al / Fold All
Configure interface to network mappings to allow a Traffic IP to be raised on a specific interface without the need for an extra P.
» i Network Settings Edit
Name:
Traffic Managers:  Traffic Manager  Passive Add
210.158.43.161 4
IP Addresses:
® 1P Mode: * Raise each address on a single machine (Single-Hosted mode)
Raise each address on every machine in the group (Multi-Hosted mode) - 1Pv4 only ...
Use route health injection to route traffic to the active machine - IPv4 only
Create Trafic |P Group

@ Traffic IP Group —&

BRE SNt Traffic IP Group NERTRENET,

Fizl&[Unfold Al1]% [Pl BTFLETE . —D2FH LLIEETO Traffic IP Group @
BREY T —ERRTEET,

Traffic IP Group %&. F71=(% [Edit] W T LEI &, Traffic IP Group DEEMERED
Fﬁﬁgia—o

@ Traffic IP Group DYERK
#FrL U Traffic IP Group Z1ERKT 2 EMNTEET,
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2.2.2 Virtual Servers A =a— [Services]*=a—>[Virtual Servers]
AIEE TIX. VIM EE WebUl D [Virtual Servers]2 JOERTFHNBIZDOVWTRLET,
VIM &2 WebUl D [Services] A =a—Z#WTLFET L. RESALREY—N—0—F (WHK
BETIHEL) NERRENET., Tl FLWMREY—N—2ERT I ENTEET,

BROCA A
BRO D al Tra anager Appliance: Developer mode ax Bandwid b @ cluster: oK obss)

4 Home | & Services |[[] Catalogs £ Diagnose | = Activity & System () aApplication Firewall Wizards v ‘q Help

Configuri Traffic 1P GrolleI Virtual Servers iitmls Config Summary
L
Virtual Virtual Servers unfold All / Fold All

Servers
A virtual server accepts network traffic and processes it. It normally gives each connection to a pool; the pool then forwards the traffic to a server node.
¥ cent-www (HTTP, port 80) [£] edit
Balancing: HTTP, port 80  Rules: Service protection class:
Listening on: Ibtestic SLM class: Bandwidth class:
On to pool: cent-www Logging:  HTTP/2: L4
Compression: Cache: Web Accelerator:
Kerberos Protocel Transition: SsL:
> « win-www (HTTP, port 80) [Z] Edit
> & cdptestl-ssl-reverse-proxy (HTTP, port 443, SSL-decrypt) (7] edit

Create a new Virtual Server

Virtual Server Name:

HTTP
30

Protocal:

Port:

Default Traffic Pool: | cdptest1 v

Create Virtual Server

@ ﬂin_.\-'j-_/\__ﬁﬁ.,_

BESNEREY—N—DNREREINFET,
[»] E£/=(I[Unfold AlI]ZMTLET L, —D2EL LLBFE2TOREBY—N\—DEREY T —
ERRTEFT, REY—N—RZWTLFET L, REY—N\—OFHARENIREET,

@ REH—/N\—DERK
%ﬁl/ll\ﬁlh\-'j-_l\_é1,ﬁm§-é &75"(%353-0

11
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2.2.3 Pools A*=a— [Services] #*=a1—>[Pools]
AIEHE TIX, VIM EE WebUI M [Pools]Z TDRTABRIZDODVWTRLET,
VM &2 WebUI @ [Services] A =a—> [Pools]Z TZMTLFET L. RESAFT—ILDO—E
(MEREEEEL) DNRRESNET, ol FLOWT—ILEERTHIENTEET,

RR =
BROCAD Cluster: OK ob/s

n Wizards. M Help

% Home | @ Services | [[] Catalogs = £ Diagnose P Activity | f System (J application Firewa

Traffic IP Groups | Virtual Servels Pools q:mfiﬂ Summary

Unfold All / Fold All

Pools Pools
A pool manages a group of server nodes. It routes traffic to the most appropriate node, based on load balancing and session persistel t
» ¥ cdptestl (HTTP, 1 node) Edit
¥ <+ cent-www (HTTP, 2 nodes) Edit
® Protacol: HTTP Used by virtual servers: cent-www
Nodes: 101410 101411 Traffic distribution:  Round Robin, no session persistence, Transparent
Port: 80 Monitored by: Ping
SSL: Bandwidth:
Kerberos Protocol Transition:
B win-www (HTTP, 1 node) Edit

Create a new Pool

D T—IL—%
BREShFE=T—IDBRTEINET,
[»] £7=I1% [Unfold All] ##TLETE . —D3HLLEETOT—ILDEHREYT)—%
RRTEET, T—ILA. £=1& [Edit] ZRTLET E. T—ILOFMBRENRAETET,

@ T—ILDERK
FLWIT—ILEERTHIENTEET,

12
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3 —MRMITEREH K

AETIE. VIM O—fREGHREFEBNLET,

3.1 ZERMLGHFETSBOHRE

AETlE. ERANLGEEIEZETSEHO MMraffic IP Group 1 MrEH—N—] [T—J] %
BMT5AEERLET,

flE LT, TROEFHIZODVWTERELET,
OHTTP D Traffic IP Group : [web] Z4Em L. IR IP 7 FLRZE|YIRS,

O —N—(THHT K T—IL % : [web] ZER L. NV I T FH—N—1EFRER—FESEE
&9 %

OHTTP ZH—EX T HHEEY—/\—2 : [web]l ZERT B,

. JobralLs: wYFH—N— i
&% | IP7FLR 2% 2 . \ ERAR
R—k 7 RLR AR—F
web | 210.158.43.183 | web | HTTP:80 WEB | 210.158. 43.185:80 Simple
210. 158. 43. 186:80 HTTP

3.1.1 Traffic IP Group MD{ERL

F LD (AR —/ \— DIER

D [Services] *=a— » [Traffic IP Groups]® JZRZZET,

BROCADE

M Homd | @ services | 1] catalogs & Diagnose I Activity # system O app

Virtual Traffic Manager Appliance: Developer mode 10.4 (N

Configuring: Traffic IP Groups |Virtua| Servers Pools Config Summary |

13
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® [Traffic IP Groups] EE® [Create a new Traffic IP Group] €4 3>z
TEERTEEITL. [Create Traffic IP Group] K2 VEWTLET,

Name: web
[P Addresses: 210.158. 43. 183
Create a new Traffic IP Group
Name: Iweb ] ]
Traffic Managers: Traffic Manager  Passive Add
210.158.43.187 []
[ IP Addresses: [210.158.43.183 1 ]
IP Mode: ® Raise each address on a single machine (Single-Hosted mode)
() Raise each address on every machine in the group (Multi-Hosted mode) - IPv4
only ...
() Use route health injection to route traffic to the active machine - IPv4 only
[I Create Traffic IP Group | ]

® [Your configuration has been updated. | &E&RFRE4. [lwebl] AMER SN2 &%
HBELET,

4 Home | @ services |[I] Catalogs & Diagnose 2% Activity # System O applicat

Configuring: | Traffic IP Groups l Virtual Servers Pools Config Summary |

Traffic IP « Your configuration has been updated.

Groups

Traffic IP Groups

A Traffic IP group contains a selection of traffic managers and a set of one or

¥ « web (1 IP address, 1 traffic manager, Single-Hosted 1Ps)

Traffic Manager - 210.158.43.187

210.158.43.183/27 eth0

I ——
14
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3.1.2 T—IL DR ERTE

D [Services] A==2— » [Pools]® J#B=%x9,

BROCADE

Virtual Traffic Manager Appliance: Developer mode

@ services | catalogs | £ Diagnose I Activity & system O ap

10.4 (

Configuring:

| Traffic IP Groups Virtual Servers

Pools

Config Summary ‘

@ [Create a new Pool]lt %9 > 3 VIZTEEREZEITL. [Create Pool ] R2VEHTLET,

X [Nodes] I, Ho Y &> THEEBRERKICEHRE T DIENHEET,

Pool Name: web

Nodes:

210. 158. 43. 185:80, 210. 158. 43. 186:80

Monitor:

Simple HTTP

210.158.43.185:30,210.158.43.186:30

Create a new Pool
| Pool Name: |

[] Use autoscaling for the nodes in this pool

I Monitor: lﬁmple HTTP v|
Create Pool

TENOEEHRLEY,

® [Your configuration has been updated. | E&REFEH. T—ILE: Tweb] DFEHEEMNR

Iol Your configuration has been updated. i

Pool: web (not used)

Virtual servers that
use this pool:

Pools that use this pool

f1OM€ a5 their failure pool:

none
Last Modified: 6 Sep 2018 17:26

¥+ Basic Settings

The basic settings specify the nodes that the pool is balancing traffic to.

Name: web

Node State  Delete
210.158.43.185:80 Ave v O
Nodes 210.158.43.186:80 (m]
Add Node(s): |

Failure Pook:

Update
> ¢ Load Balancing Edit
Load Balancing controls how the pool distributes traffic across its nodes.
> i Session Persistence Edit
Session Persistence controls how the pool ensures that client sessions are consistently directed to the same nodes.

—

Unfold All / Fold All

15
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3.1.3 {REH—/— OER
S L DR Y — — R

@ [Services] A =a— >» [Virtual Servers]® JZE%9,

BROCADE

Virtual Traffic Manager Appliance: Developer mode 10.4 (Ma

Configuring: ' Traffic 1P Groups[ Virtual Servers | Pools | Config Summary ‘

AMistiaal

@ [Virtual Servers] E@E® [Create a new Virtual Server] £4 < 3 VIZTFEBELEITL.
[Create Virtual Server] R2 VZHWTLZET,

Virtual Server Name: web

Protocol : HTTP

part. BAT0RILOITIL/ HUR— FESICEBRES
ort:

5. BLERIGEEIIEET S, (80—8080 71 &)
Default Traffic Pool: web

Create a new Virtual Server

Virtual Server Name: |web

Protocol: | HTTP V|

Default Traffic Pool: |web v

Create Virtual Server

16
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@ [Your configuration has been updated. | ERFESH., REH—/N\—2&: Twebl OFEHE
EMNARTENDDT., [Basic SettingslDEY a3 TUTDEEZEFL. [Uploadl %4
w4y LET,

Listening on: @ [Traffic IP Groups ...]1—[web]IZF T v U EAND

V « Basic Settings

The basic settings specify the internal virtual server protocol that is used for traffic inspection, the port and IP addresses the virtual ser]

Name: [web

Enabled: O Yes ® No
Internal Protocol: |HTTP v
port:

Default Traffic Pool:

Listening on: L2 All IP addresses

@ [raffic IP Groups ...

Traffic IP Group Select

(O Domain names and IP addresses ...

Notes:

@ View traffic on World Map

@ FEE TYour configuration has been updated. | ERTEINE-EEZHERLET,

« Your configuration has been updated.

17
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3.2 SSLBfSDESILERE

AETIE, VIM OREH—/—IZSSL BB SSL #70—F) 7 5REHEETLES.
THE. REEZITOICITEFIC SSLFEBAE JL— MEEBRE, RIS, B & JEFE V=12 <
BENTEVET,

3.2.1 J— MEEEAE O A VR—F

L— MEERAZED A R— HRGEBED A VR— b

REBHY—N—~DFHE FHRIFR— FEE

@ [Catalogs] A =a— >[SSL1&Z JI[SSL Certificate catalog] #& v o LET,

BROCADE Virtual Traffic Manager Appliance: Developer mode 10.4 (Max Bandwidth 1Mb/s)

 Home O Service: | Catalogs I £ Diagnose P Activity & System | Q Application Firewall |

—_—
Catalogs: | Locations | DNS Server GLB Services | Rules  Java Web Accelerator | Monitogs | SSL uthenticator
Cloud Credentials | Extra Files

SSL SSL Catalogs

Catalogs : <
The SSL Catalogs contain the resources you need to manage SSL services.

P SSL Server Certificates catalog

Decrypting SSL Traffic: The SSL Server Certificates Catalog contains the certificates for SSL services you wish

P DNSSEC Private Keys catalog

Re-writing DNSSEC responses: The DNSSEC Private Keys catalog contains private keys used to alter DNSSEC

P Certificate Authorities and Certificate Revocation Lists catalog

@ [SSL Server Certificates Catalog] E® T[Import Certificate] T LET,

SSL Server Certificates Catalog

Decrypting SSL Traffic: The SSL server certificates catalog contains the certificates for the S

Your certificates catalog is empty.

Create new SSL certificate

SSL certificates are used to identify the SSL services you are running, and they are needed {
publicly-accessible services.

Create Self-Signed Certificate / Certificate Signing Request

Import SSL certificate

You can import an SSL certificate (and corresponding private key) here.

Import Certificate

18
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@ [Import SSL Certificate] EITE T FEREXEZ1TL. [Import Certificate] ##HTFLET,

[Name] :

EEDAZTLZEAS

[Certificate file]:

A UR— I BEBAE T 7 A LERETE

[Private key file]:

AVR— T EMER I 7AILERTE

Enter a short name to identify your certificate:

Name: domain.cert

Enter the location of your certificate file:

Certificate file: —=——"

Enter the location of your

private key file:

Private key file: B

— S antaree

| import certificate

Import SSL Certificate

This form lets you import an SSL certificate and private key.

@ TYour configuration has been updated. | &FRrEh.

a—o

AEAENERSN-FEEZHIALE

[ « Your configuration has been updated. I

Create new SSL certificate

SSL Server Certificates Catalog

Decrypting SSL Traffic: The SSL server certificates catalog contains the certificates for the SSL sq

P 21 domain.cert frmmpmmm— i e ey i—
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3.2.2 YHREEHAZDA R— b

JL— REEAE DA VR— b FRGIBED M v R— b REH—/IN—~DEEE FHRIFR— FEE

@ [Catalogs] * =a— >[SSL1&Z JI[SSL Certificate catalog] #& Vv o LET,

BROCADE Virtual Traffic Manager Appliance: Developer mode 10.4 (Max Bandwidth 1Mb/s)

4 Home B Servicds | [ catalogs | § Diagnose | 2% Activity | & System O application rirewall |
C—— p—

Catalogs: | Locations DNS Server GLB Services Rules Java Web Accelerator Monitor} | S5 | Authenticator

Cloud Credentials = Extra Files |

SSL Catalogs

The SSL Catalogs contain the resources you need to manage SSL services.

SSL
Catalogs

P SSL Server Certificates catalog

Decrypting SSL Traffic: The 5oL Server Certificates Catalog contains the certificates for SSL services you wish

P DNSSEC Private Keys catalog

Re-writing DNSSEC responses: The DNSSEC Private Keys catalog contains private keys used to alter DNSSEC

P Certificate Authorities and Certificate Revocation Lists catalog

@ [SSL Server Certificates Catalog] BIE C[{Em LT-SLEAER] 2V Vv I LET,

SSL Server Certificates Catalog

Decrypting SSL Traffic: The SSL server certificates catalog contains the ¢

[ » : domain.cert 1;;. - O e e T —m OE

Create new SSL certificate

SSL certificates are used to identify the SSL services you are running, ar
publicly-accessible services.

@ [SSL Certificates Catalog]Em T [Update/Add Intermediate Certificate] ## T L E T,

Certificate signing

This certificate has been signed by an external 'Certificate Authority’. You can upd{

Export CSR / Sign Certificate

Update / Add Intermediate Certificate

Delete certificate
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@ [Certificate filelICHHRIEERAZE 7 7 A1 ILZEIEE L. [Upload intermediate certificate]7R
AUERTLET,

Company division (OU): Root CA
Country (C): BE

Enter the location of the intermediate certificate
file:

( certificate file: —— - |zE |

| | Uplead intermediate certificate | l

® TYour configuration has been updated. | £EFRTEN-EEHELET,

+« Your configuration has been updated.

3.2.3 REH—N—~DBTE
T —— R

D [Services] * =a— » [Virtual Servers]® 7 > [ERLT={REH—N\—L]ZxlZET,

FHRIFR— FEE

BROCADE Virtual Traffic Manager Appliance: Developer mode 10.4 (Max

s \ z \ sl :
M Homd | @ services | catalogs = £ Diagnose | X Activity # System QO applicd

Configuring: | Traffic IP Groups | Virtual Servers (|Pools | Config Summary ‘
Virtual Virtual Servers
Servers

A virtual server accepts network traffic and processes it. It normally gives

» 2 web (HTTP, port 80)

- ______________________________________|
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® [Virtual Servers] EmE T[SSL Decryption] Z#HTLET,

Virtual Server: web (HTTP, port 80)

Pools used by this virtual server:
b
") Default

Last Modified: 12 Sep 2018 10:32

p <« Basic Settings

The basic settings specify the internal virtual server protocol that is used for traffic insped

» 2 Rules
TrafficScript rules provide sophisticated traffic management functionality.

P 2 SSL Decryption

SSL decryption can decrypt SSL connections before processing.

@ [SSL Decryption] EE T TFRIREZITL. XR—UKTERO[Update] W TLET,

[ss|_decrypt]: [Yes]IZZE®E
[certificate]: (ERC L1-SIBRER] IZEE

Virtual Server: web (HTTP, port 80)

Your virtual server can decrypt and authenticate SSL connections. This offloads SSL processing from your nodes, ang

¥ 2 SSL Decryption

These settings control how SSL connections are decrypted.

Whether or not the virtual server should decrypt incoming SSL traffic.

ssl_decrypt:

Which SSL certificate(s) should this virtual server use?
Additional certificates can be supplied to match different sites hosted by this virtual server. You can specify a diff
be used to match multiple hostnames. If none of the addresses or hostnames match the default certificate will bg

certificate:
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3.2.4 HHRMIR—MEE

Jo— FEEBRED A »R— b FRIEEAED A v HK— b R — /" —~DHRE #LRFR— PER

@ [Services] A =a— > [Virtual Servers]® 7 > [{ER LB —/\—L1Z=FT,

BROCADE Virtual Traffic Manager Appliance: Developer mode 10.4 (Max

4 Homd | B services | [ catalogs & Diagnose X Activity # System O applicd

Configuring: ’ Traffic IP Groups || Virtual Servers | Pools Config Summary ‘

Virtual Servers

A virtual server accepts network traffic and processes it. It normally gives

Virtual
Servers

» i web (HTTP, port 80)

@ [Virtual Servers] E@E T FiL&REZITL). [Update] ZHWTLET,
[Port]: [443] IZEE

V¥ « Basic Settings

The basic settings specify the internal virtual server protocol that is used for traffic inspection, the port and IP address

Name: lweb

Enabled: O Yes @ No
Internal Protocol: HTTP v
Port: 443

Default Traffic Pool: | web v
Listening on: O all 1P addresses

® Traffic IP Groups ...

Traffic IP Group Select
web

(O Domain names and IP addresses ...

Notes:

| Update @ View traffic oy
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3.3 ARG BAEDER

AEETIE, ERSBTILITYXLOBEEETDRERAEICOVTRLET,

3.3.1 AfMSEM7NLT) XLOER

AT BE
; INYD T FY—N—IZJEHBICUIV IR MEEELET .
Round Robin 2 T
Weighted Round Robin /1\;({;21%3%“0_!“ S TEEAFIFICISLT, VY
:*’]‘“/3‘/:‘: —ADLUARABREIOMEEEICKY.
Perceptive _'")_DIX k% 1.% BNV T RH—N—HELE
: FFHROART L I UNRREDENVAY ST Ky —/N—
Least Connections NBEBEY S TR F’E%EEC "‘a_o
walyFﬁ—&—t%éTtEHHH(mbf =17
Weighted Least Connections | ORI L aUhRELHELNVNY I T Y h#—/\—/\{%
I HIV IR MEEIELET,
- AR a3 VDEEHEZERL., RLSEFEORON
Fastest Response Time VDTS PR B HI- U D TR N ERE LT
Random Node Zg{%{ji \OJOI/ FH—n\—%&RLT, Y9 TX+

3.3.2 BAfFS#H7ZILITY XLDEES*
T—IL% :web DARDEARXZE [Weighted Round Robin] IZERELZEY,

@ [Services] *=a— » [Pools]# T > [WMEDT—ILB]IZHAETET,

BROCADE Virtual Traffic Manager Appliance: Developer mode 10.4 (Max

M Homd | B services m Catalogs | £ Diagnose I Activity | # System | O applica

Configuring: Traffic IP Groups | Virtual Servers| | Pools IConfig Summary

A pool manages a group of server nodes. It routes traffic to the most appro

p» « web (HTTP, 2 nodes)

Create a new Pool

Pool Name: l j

Nodes: I ]

[] Use autoscaling for the nodes in this pool
Create Pool
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@ [Pools] EE T[Load Balancing] ##TFTL %Y,

Pool: web (HTTP)

Virtual servers that Pools that use this pool
: web S s
use this pool: as their failure pool:

none

Last Modified: 6 Sep 2018 17:26

» « Basic Settings

The basic settings specify the nodes that the pool is balancing traffic to.

P « Load Balancing

Load Balancing controls how the pool distributes traffic across its nodes.

P 2 Session Persistence

Session Persistence controls how the pool ensures that client sessions are consistently directed t

@ [Load Balancing] 4 < 3 VICTEEHREZITLY. [Update] RZ U EWTLET,

[Algor ithm] : [Weighted Round Robin] #3®&iR

[Some algorithms require a weighting )
[(EEDEHAFT] ZERE

for each node in the pool.]:

Pool: web (HTTP, 2 nodes)

Load Balancing controls how the pool selects the destination node for each new request.

¥ Load Balancing

Load Balancing chooses the most appropriate node based on response times, least connections or other balancing rules.

The load balancing algorithm that this pool uses.
() Round Robin
Assign requests in turn to each node.
(@ Weighted Round Robin
= Sieteis o gr==ch node, in proportion to their weights.

() Perceptive

Predict the most appropriate node using a combination of historical and current data.
() Least Connections

Assign each request to the node with the fewest connections.

() Weighted Least Connections
Assign each request to a node based on the number of concurrent connections to the node and its weight.

Algorithm:

() Fastest Response Time

Assign each reguest to the node with the fastest response time.
() Random Node

Choose a random node for each request.

Some algorithms reguire a weighting for each node in the pool.

@ EmELEERIZ[Your configuration has been updated] MERREINDZZELZHEEALET,

« Your configuration has been updated.
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3.4 yoay - IR—SRTFUR (YL a U#E) BRE

AEEHTEH.VIN Dty ay - R—YRATFUR(RTF4vF—EyL 3y
DEBEFOHREFIEIZDOLWTRLET,

3.4.1

2yl ay NR—SRTFURDIESE

[HR—FT Bty a3y - R—VRFUR - F5R]

Fik 7o kall | IR
_ . RLY—AF7 KLANLDTRTOY S
IP-based Persistence £7OkajL TR FERL/ — RISE LET,
ZMDY 5 ATIlL, Traffic Script JL—
Universal session IWTHEDN—VRATUVRAXT—%RTEL
ersistence 27okan T. UOIRAOHLRHBHERICEDL
P Thyiay - K—YRFURERET
BT EMTEET,
CDFETIL, Traffic Seript JL—IL
Named Node persistence | €7@ kL TEEEZEED/ —FICZIRYMAMETEZ &
MWTEFET,
TM®WMMS%QW HTTP. HTTPS PZﬁDZEOW*iﬁﬁALT~tW
affinity avELSIYFIUILET,
Moni’For application HTTP. HTTPS ?EE?j’U 7—9?97‘yf—*&%:9
cookies JogLT, EtyiavEHENILEDT,
Java @ JSESSIONID ¥ wx—&FD
J2EE HTTP, HTTPS URL-Rewriting 24 —IL/I\v O ZEE=4
JyooLEd,
CDFEEFSE, By ay =Y
ASP & & TF ASP. net HTTP, HTTPS ATURAEF>T, MADZ A TD ASP
vy aVEREBTEET,
3B/ — F#BET S X-Zeus-Backend
X-Zeus-Backend cookies | HTTP, HTTPS EWSERIDT IV r—avyyFx—
*RELET,
SSL Session ID sSL 5@ koL SSL £y avID #E-TEyy 3y

persistence

EHANLES,
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3.4.2 vy ay INn—YRTFURDBESE
BlELT, TROEHIZTODWTHRELET,

Q@7 /L& web DY I - IR—PRTFUR-HAO05FERL. FEEOARKICHKELE
ERS

@ [Services] A =a2— » [Pools]® T > [REDT—ILLI%EEET,

BROCADE Virtual Traffic Manager Appliance: Developer mode 10.4 (Max

 Homd | Q services ([l catalogs | £ Diagnose I Activity # System O applical

Configuring: Traffic IP Groups Virtual Serversl Pools IConfig Summary

Pools

A pool manages a group of server nodes. It routes traffic to the most appro

« web (HTTP, 2 nodes)

Create a new Pool

Pool Name: | |

Nodes: I I

[] Use autoscaling for the nodes in this pool
Create Pool

® [Pools] EHET [Session Persistence] Z#HTFLEY,

Pool: web (HTTP)
Virtual servers that Pools that use this pool

web g5 none
use this pool: as their failure pool:

Last Modified: 6 Sep 2018 17:26

» « Basic Settings

The basic settings specify the nodes that the pool is balancing traffic to.

» « Load Balancing

Load Balancing controls how the pool distributes traffic across its nodes.

P ¢ Session Persistence

Session Persistence controls how the pool ensures that client sessions are consistently directed to the same nodes.
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@ [Edit Session Persistence] B T [Manage Session Persistence Classes] ## T LZET,

Pool: web (HTTP, 2 nodes)

Session Persistence ensures that all requests from a client will always get sent to the same node.

Choose Session Persistence Class

There are no Session Persistence classes to choose from.

| Manage Session Persistence Classes

@ [Session Persistence Catalog] BIEIZ FiesRE Z1TL [Create Class] hR2 VZWMTLET,
[Name] : EFEDVSREEAN

Session Persistence Catalog

The Session Persistence Catalog contains a set of classes which cor

Your Session Persistence catalog is empty.

Create new Session Persistence class

Name: [ |

[I Create Class 7] and associate it with pool web

® [Basic Settings]EEICTREHZREFITLN. R—UHTE®[Update] R2VE#HTFLET,

[type]: FED [tyiay - "= RTFURAR] &#ER
Class: web

Rules using TS

this:

Pools using
this: web
Last Modified: 12 Sep 2018 16:43

V¥ Basic Settings

Each Session Persistence class controls two main issues: How to identify requests from the same session, and what action to take if the required

Name: |web |

The tyae of session gersistence to use.

type: @ IP-based persistence
Send all requests from the same source address to the same node.

) Universal session persistence
Use session persistence data supplied by a TrafficScript rule.
d Node ion persi: e
Use a node specified by a TrafficScript rule.
() Transparent session affinity
Insert cookies into the response to track sessions.
") Monitor application cookies ...
Monitor a specified application cookie to identify sessions.

() J2EE session persistence
Monitor Java's JSESSIONID cookie and URLs
() ASP and ASP.NET session persistence
Monitor ASP session cookies and ASP.NET session cookies and cookieless URLs.
() X-Zeus-Backend cookies
Inspect an application cookie named "X-Zeus-Backend' which names the destination node.
() SSL Session ID persistence
Use the SSL Session ID to identify sessions (SSL pass-through only).
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3.5 ANLREZAR Y VYT (FEEER) RE

AIEETIE. VIM ABMRY B FHY—N—IZH LTAILREZR Y VT ET5REDFIEEZRLE

ERS
Bl LT, TROEHBIZOWTEELET,

@7 —/LE :web DAJLRE=R Y VT % HITP OR— +BERRZ4T5 [Simple HTTPIIZERE L F T,

@ [Services] A =a2— » [Pools]® T > [REDT—ILLI%EEET,

BROCADE Virtual Traffic Manager Appliance: Developer mode 10.4 (Max

 Homd| @ services | [ catalogs | £ Diagnose % Activity # System O applicai

Configuring: Traffic IP Groups  Virtual Serveril Pools IConfig Summary

Pools

A pool manages a group of server nodes. It routes traffic to the most appro

p « web (HTTP, 2 nodes)

Create a new Pool

Pool Name: | I

Nodes: | |

[[] Use autoscaling for the nodes in this pool
Create Pool

® [Pools] EIE T [Health Monitoring] €4 a & TFLEY,

Pool: web (HTTP)

Virtual servers that Pools that use this pool
: web R none
use this pool: as their failure pool:

Last Modified: 12 Sep 2018 16:43

P « Basic Settings
The basic settings specify the nodes that the pool is balancing traffic to.

P « Load Balancing

Load Balancing controls how the pool distributes traffic across its nodes.

P « Session Persistence
Session Persistence controls how the pool ensures that client sessions are consistently directed to the san
» i Bandwidth Management

A Bandwidth Management Class in a Pool limits the upstream bandwidth to the backend nodes.

» « Health Monitoring

Adding monitors to a pool enables the status of backend nodes to be known more accurately.
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@ [Add Monitor]IZ[Simple HTTP]%:#E{R L. [Add Monitorl R2 »#HTFTLET,

Pool: web (HTTP, 2 nodes)

Monitors
Monitors watch the nodes in a pool, and inform the traffic manager if the nodes are functioni

P Ping

Add monitor: | [0 iR | v Add Monitor Manage Monitors in Catalog

@ TIHIETHRESATVS[Pingl REZHIBRT 57, [x Remove] K2 VEHTLET,

Pool: web (HTTP, 2 nodes) Unfold All / Fold All

Monitors
Monitors watch the nodes in a pool, and inform the traffic manager if the nodes are functioning correctly.

@ Remove Edit

» Ping

» Simple HTTP
Falt & Dicot Add Monitar r_r!ﬂ A AL T2 S et 2 )

Add it

® [Update] "2 U ZWTLET,

Pool: web (HTTP, 2 nodes)

Monitors
Monitors watch the nodes in a pool, and inform the traffic manager if the nodes are functioning correctly.

» Simple HTTP

Add monitor: | Client First v Add Monitor Manage Monitors in Catalog

Passive monitoring

Whether or not the software should check that ‘real’ requests (i.e. not those from monitors) to this pool app
normally be enabled, so that when a node is refusing connections, responding too slowly, or sending back in

as failed, and stop sending requests to it.
If this is disabled, you should ensure that suitable health monitors are configured to check your servers inst

not be detected and subsequently retried.

passive_monitoring: ® Yes () No

Apply Changes

® BEmELERIZ[Your configuration has been updated] MEBREINBZZELZHEELET,
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3.6 Sorry —/\—EXE

ARIEEHTIX, T=IVIZBTH2IRTOY—/IN—MN, UIIRXMIHTELRARANTELELR
BEICHR- =R T Ot RT B Sorry H—IN\—DHBFEHEIZODWVTRLET,

BlE LT, TRRDEHITOVWTHRELET .

Sorry H—/\—- T— L% Sorry H—iN— : R— +&EE BEHRAR

sorry_pool 210.158.43.182:80 Simple HTTP

@I RTDY—N—NF I LTWEEHEE, VI TR M%210.158.43.182:80 ~EELFT,

3.6.1 Sorry H—/\— - TJ—)LDZEF
@ [Services] *=a— >» [Pools]® JZxBE%xd,

BROCADE Virtual Traffic Manager Appliance: Developer mode 10.4 (Max

4 Home @Services [ catalogs = & Diagnose I Activity & System 9 Applicaf

Configuring: Traffic IP Groups Virtual Serversl Pools IConfig Summary

A pool manages a group of server nodes. It routes traffic to the most appro

Pools

» « web (HTTP, 2 nodes)

Create a new Pool

Pool Name: [ l

Nodes: l I

[[] Use autoscaling for the nodes in this pool
Create Pool

@ [Create a new Pool] EIE CTTFEEHREZEITL. [Create Pool] ZHTLET,

[Pool Name]: sorry_pool
[Nodes] : 210. 158. 43. 182:80
[Monitor] [NLREZAR Y U AE]

Create a new Pool

Pool Name: ||sorry_pool

Nodes: 210.158.43.182:80

[] Use autoscaling for the nodes in this pool

Monitor: Ping v

Create Pool
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3.6.2 F—iASorry —i\— - T— L& &%
@ [Services] A =a2— » [Pools]® T > [REDT—ILLI%EEET,

BROCADE Virtual Traffic Manager Appliance: Developer mode 10.4 (Max

1 Homd | D services |0 catalogs | £ Diagnose | % Activity | & System (O applical

Configuring: Traffic IP Groups | Virtual Servers[ Pools ]Config Summary

A pool manages a group of server nodes. It routes traffic to the most appro

pl « web (HTTP, 2 nodes)

Create a new Pool

Pool Name: I I

Nodes: | |

[[] Use autoscaling for the nodes in this pool
Create Pool

@ [Pools] EIE® [Basic Settings] IZTEEiREZ1TL). [Update] ZWTFLET,

[ Failure Pool 1: sorry_pool

Pool: web (HTTP) Unfao

Virtual servers that Pools that use this pool
- web ST
use this pool: as their failure pool:

none
Last Modified: 12 Sep 2018 17:28

V¥ « Basic Settings

The basic settings specify the nodes that the pool is balancing traffic to.

Name: |web |
Node State  Delete
210.158.43.185:80 Active V| [
Nodes: 210.158.43.186:80 O

Add Node(s): [

Failure Pool: | sorry_pool Vv

Notes:
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3.T 93472 FIP7 FLRAEBRTE

ARKEBETIE,. 9547 D IP7RLRENY I I RH—N—([ZB BT HREICDODVTRLE
ED

TIAIMRETIE, VIMANRY S TV RH—R—[CY I IR MEEETEIENDY—RIPFT LR
IZVIN BEED7 FLRERY FT,

@ [Services] A =a2— » [Pools]® T > [REDT—ILLI%EEET,

BROCADE Virtual Traffic Manager Appliance: Developer mode 10.4 (Max

1 Homé | D services ([0 catalogs | £ Diagnose | 12X Activity & System (U applicai

Configuring: Traffic IP Groups | Virtual Serversl Pools konfig Summary

A pool manages a group of server nodes. It routes traffic to the most appro

» « web (HTTP, 2 nodes)]

Create a new Pool

Pool Name: | I

Nodes: | |

[] Use autoscaling for the nodes in this pool
Create Pool

® [Pools] EEmT. [IP Transparency] €453 & TFLET,
P + Health Monitoring

Adding monitors to a pool enables the status of backend nodes to be known more accurately.

P . SSL Settings

Enable and configure SSL encryption between the pool and its back-end nodes.

p @ IP Transparency

Configure whether connections to back-end server appear to originate from the traffic manaage]
P % Autoscaling

Pools whose nodes are located in a cloud can be autoscaled; these settings control the details
P DNS-derived autoscaling

DNS-derived autoscaling queries DNS hostnames and grows and shrinks the nodes used in a p
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@ [IP Transparency] EIEI-FitikE #4TL). [Update] R2 V& TFLET,
@ [transparent] % [Yes] ICEELZEY,

Pool: cent-www (HTTP, 2 nodes).

Configure whether connections to the back-end server should appear to originate from the traffic manager o

V¥ 1P Transparency

The IP transparency settings allow you to configure whether or not the traffic manager should preserve th)
support and correctly configured routing tables on the back-end nodes. Refer to the User's Guide for morg

| ack-ends appear to originate from the source client IP address.
transparent: ® ves () No

Where possible, the traffic manager will use the system’s packet filter rules tables to implement IP transp.
managing how the traffic manager uses iptables are available on the System = Networking page.

E] Modify global IP transparency settings

Apply Changes
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